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ABSTRACT

Research on human cooperation has presented many well-evidenced mechanisms for the
sustainment of cooperation throughout evolutionary history, including direct and indirect
reciprocity, reputation-based incentives, and formal punishment. These mechanisms, however,
rely strongly on individuals interacting repeatedly with known others in face-to-face contexts—
contexts that differ dramatically from the anonymous, invisible, and asynchronous nature of
modern cyberspace (Suler, 2004). As such, examples of mass cooperation that occur in online
contexts, such as online trolling—the intentional and malicious disruption of online discourse
to generate chaos and provoke responses from powerful individuals and organizations—
require different mechanisms to function. The current paper explores whether a lesser-known
framework, Bingham and Souza’s (2009) coalitional enforcement model, can help shed light on
trolling behavior. By allowing individuals to project punitive threat cheaply and at a distance,
online trolling may function as a digital analogue to the rock-throwing coalitions of early
human groups. We argue that this perspective offers new insights into both the nature of
trolling and the broader dynamics of cooperation and punishment in online spaces.
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The rise of the internet has greatly altered the ways in which human beings interact with the
world around them (Twenge, et al., 2019). With one click of a button, an individual can order
goods from halfway around the world, get back in touch with someone they have not seen in
decades, or brush up on their French language skills. In addition, an individual can also use the
internet to disrupt otherwise peaceful discourse by starting meaningless arguments, sending
death threats, using inflammatory or hateful language, and sowing online chaos in general.
These behaviors are typically described as “trolling,” and the individuals who engage in trolling
are typically called “trolls” (Cheng et al., 2017). Trolling is a very complex phenomenon, and it
can reduce the overall quality of online discourse in some cases. Indeed, online trolling is a
pervasive social phenomenon that has been shown to result in increasingly hostile, aggressive,
unwelcoming, and prejudicial online communities (Anderson et al., 2014; Coles & West, 2016;
Sanfilippo et al.,, 2017). Yet, little theoretical work has been done to frame this phenomenon in
terms of the larger human experience.

Online trolling, with its advanced interconnected networks of potentially thousands of
individuals around the world all working toward the same goals, can be considered an act of
mass cooperation (Cook et al.,, 2018). The current paper proposes trolling is merely a natural
extension of Bingham and Souza’s (2009) principle of coercive threat, within their model of
cooperation known as coalitional enforcement. By framing trolling in this way, we are not only
offering an explanation for how the phenomenon fits into the larger human world, but we are
also offering a new model of trolling from which testable predictions can be explored.

Popular Models of Human Cooperation Cannot Account for Online Trolling

Cooperation is defined as one individual paying a cost for another individual to receive a benefit
(Rand & Nowak, 2013). These costs and benefits are measured in terms of evolutionary fitness,
or how well an individual can survive and reproduce in its environment (Geher, 2014). In a
well-mixed population of individuals, defectors will always have higher fitness than cooperators
because they are receiving benefits from the cooperators and giving nothing in return. Natural
selection, therefore, should reduce the abundance of cooperators in the population. And yet,
humans are an extremely cooperative species, even among anonymous strangers in one-off
laboratory interactions (Burnham & Johnson, 2005). It must be that some mechanisms exist to
cause cooperation to be favored over defection in humans. This section will briefly summarize
how some popular models of human cooperation used by researchers cannot fully account for
the phenomenon of online trolling. For further explanation of the models of cooperation
discussed here, see Appendix A.

The online environment in which trolling takes place does not lend itself particularly well
to many popular models of human cooperation. For example, a very simple form of human
cooperation, direct reciprocity, involves the continued interactions of individuals who know
each other and provide help in exchange for receiving help later (Rand & Nowak, 2013;
Trivers, 1971). The online environment, however, tends to be largely anonymous (individuals
do not know each other), invisible (individuals largely do not interact face-to-face), and
asynchronous (interactions do not occur in real-time) (Suler, 2004). Therefore, in the online
environment, where individuals may not know each other, be able to interact face-to-face, and
there is no guarantee of ever interacting with the same person twice, direct reciprocity becomes
extremely challenging.

The online environment also presents a problem for models of human cooperation where
reputation building is emphasized, such as in indirect reciprocity and moralistic aggression, two
models that focus on the importance of having a reputation as a good cooperator (McGuire,
1991; Nowak & Sigmund, 200S; Rand & Nowak, 2013). In an online environment that is
anonymous, invisible, and asynchronous, building a reputation and knowing the reputation of
others may be very challenging.
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Additionally, consider punishment, which occurs when an individual incurs a fitness cost to
themselves to inflict a fitness cost on a defector to make them more likely to cooperate in the
future (Raihani et al., 2012). Perhaps online trolling is simply a form of collective punishment.
However, there is a key point to be made here: Online trolls do not have to incur a fitness cost
to themselves when they engage in online trolling. Because online trolls can be anonymous and
invisible, and they can engage in trolling from anywhere in the world, online trolling is a very
low-cost, low-risk way to get others to change their behavior (Howard, et al.,, 2019; Ortiz,
2020). For this reason, online trolling does not fit the model of using punishment to ensure
cooperation.

What is needed to help explain the phenomenon of online trolling is a model of
cooperation that does not necessarily rely on reciprocity or reputation. What is needed is a
model that describes large groups of people banding together to enforce cooperation from a
distance at a very low cost to themselves. We describe such a model, Bingham and Souza’s
model of coalitional enforcement, in detail in the next section.

Coalitional Enforcement: The Rock-Throwing Ape

The mechanism of mass human cooperation that is of primary interest in this paper is
coalitional enforcement, and it was proposed by Bingham and Souza (2009). Coalitional
enforcement is a model that describes how human beings, throughout history, have enforced
cooperation through low-cost, long-range means, such as by throwing rocks, using bows and
arrows, and using firearms. We argue this kind of enforcement is exactly what occurs in the
online environment today with the phenomenon of online trolling. For this reason, the
coalitional enforcement model is uniquely suited to help explain online trolling in a way that
alternative models cannot. This section will describe the coalitional enforcement model in
more detail.

The model begins with a basic premise. Human beings are unique from all other animals
for only one major reason: our anatomy has evolved such that we can throw small objects with
extreme accuracy and power, and this ability allows us to project coercive threat over a long
distance. Natural environments contain finite resources (Meadows et al., 1972; Meadows &
Randers, 2012). Many organisms and species living in these environments compete for these
resources (Ayala, 1972). Bingham and Souza (2009) suggest that projecting threat from a
distance gives human beings the ability to successfully manage this competition for resources.
This uniquely human rock-throwing ability, combined with strong social cooperation
tendencies (see Baumeister & Leary, 1995), allowed early human beings to police themselves;
if a larger, more physically imposing individual attempted to cheat and take more resources
than the other members of the group, they could be pelted with rocks. A collection of
individuals that uses this strategy of attacking from a distance is referred to as a coalition
(Bingham, 2000), and the first coalitions are estimated to have contained approximately 150
individuals (Dunbar, 1992).

The crux of this argument lies in the fact that throwing rocks from a distance is easier and
cheaper in terms of cost to survival than fighting the cheater up close, and a group of
individuals can all throw rocks at the same time, maximizing the threat and boosting the fitness
of all members of the rock-throwing coalition. Under these conditions, fewer individuals will
be able to get away with cheating, and fewer individuals will be willing to try to cheat, for fear of
violent reprisal. There is a distinct fitness cost associated with cheating under these conditions.
This idea is known as the principle of coercive threat, and the use of this coercive threat to police
coalitional groups is known as coalitional enforcement (Bingham, 2000). The application of
coercive threat to solve the conflicts of interest problem (a process that only human beings are
capable of) is argued to be directly responsible for the founding of the first civilizations, the
building of archaic societies, and, ultimately, the development of democracy and the modern
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state. It is worth noting that Bickerton and Szathmdry (2011) have made a similar argument for
the influence of rock-throwing ability on the development of modern civilization.

There is evidence that modern hunter-gatherer societies continue to use thrown projectiles
for violence. A survey of 57 hunter-gatherer societies concluded that 12% of these societies
frequently use simple thrown projectiles to engage in interpersonal violence (Hrnéif, 2023).
For example, the native Niuean people of the island of Niue in Polynesia have been recorded
using throwing stones as one of their primary weapons as recently as the last several centuries
(Isaac & Isaac, 2011). Indeed, there are many instances in recorded history of European
colonists encountering hunter-gatherer peoples armed with simple thrown projectiles, such as
rocks (see Isaac, 1987, for examples of these instances). The use of rock-throwing by these
groups specifically appears to have declined over the last several centuries, with mechanically
powered weapons such as the bow and arrow becoming more common (Whittaker, 2013).
Some attribute this decline to colonialism efforts and interactions between hunter-gatherers
and more technologically sophisticated groups (Hrnéif, 2023; Lombardo & Deaner, 2018).

Now, in today’s always-online world, it appears as if there is a new way to project threat over
a distance: online trolling, or the intentional and malicious disruption of online discourse to
generate chaos and stir up responses from powerful individuals and organizations. The
remainder of this paper will describe the phenomenon of online trolling in more detail and
argue that it functions as a modern extension of distance-based coalitional coercive threat; a
form of low-cost, distributed threat projection that serves to disrupt and influence powerful
actors in digital environments.

Trolling Versus Cyberbullying

A very common distinction made by researchers is the distinction between trolling and
cyberbullying. Most researchers agree that these two phenomena are separate, with some
overlap (March & Steele, 2020). Essentially, there are three primary differences between
trolling and cyberbullying: First, trolling is typically conducted by a group, and cyberbullying is
typically conducted by a single individual (Cook et al., 2018; Cheng et al., 2017). Second, trolls
usually target individuals that they do not know personally, such as politicians or celebrities,
and cyberbullies usually target individuals they do know personally, such as someone with
whom they attend school (Cheng et al., 2017). Third, trolling attacks tend to be more general
and less personal; a troll would target a politician’s policies instead of their manner of dress, for
example (Cheng et al., 2017). In cyberbullying, however, attacks tend to be highly personal,
with cyberbullies specifically calling out personal attributes of their targets (Cheng et al,
2017). See Table 1 for a review of these differences. Note that these are just the most common
qualities of these two phenomena; not every single trolling attack or cyberbullying incident will
possess these qualities exactly. Importantly, the current framework focuses specifically on
online trolling and not on cyberbullying.
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Table 1
Key Differences Between Trolling and Cyberbullying in the Most Typical Case of Both Phenomena

Phenomenon Perpetrator Victim Nature of the Attack
Characteristics Characteristics
) Usually conducted by a Victim is usually not known Attacks tend to be very
Trolling
group personally by the troll general
Cyberbullyi Usually conducted by an Victim is usually known Attacks tend to be very
yherbullying individual personally by the cyberbully general

Trolls and Their Characteristics

The word troll originates from an Old Norse word meaning fiend or demon (Zarenti &
Katsadoros, 2023). The word choice is seemingly appropriate, given the large number of
studies that have correlated trolling behaviors with high levels of Dark Tetrad personality traits
(narcissism, Machiavellianism, psychopathy, and sadism) (Sest & March, 2017; March &
Steele, 2020; Gylfason et al., 2021; Powell, 2024). This relationship is so prevalent in existing
research that some have started simply assuming its existence and searching for mediators or
moderators that affect the relationship (Masui, 2019). Only one study from those reviewed
failed to find a direct positive correlation between trolling behaviors and Dark Tetrad traits
(Brubaker et al., 2021).

With few exceptions, existing studies have found that men are more likely to engage in
trolling behaviors than are women (Sest & March, 2017; March & Steele, 2020; Powell, 2024).
In addition, men were more likely to perceive trolling behaviors as functional, meaning that
they felt the behaviors were serving a purpose beyond mere amusement (Brubaker et al.,
2021). Combining this finding with the above findings on the Dark Tetrad, one can glean that
many individuals who participate in trolling behaviors are malevolent men who troll for
reasons other than entertaining themselves. This assertion will become important later.

Trolls are more likely to act in groups than alone, according to existing research. In fact,
even individuals who admitted to engaging in trolling behaviors themselves discussed how
trolling is a group activity, and anyone who goes at it on their own is likely to be stigmatized
(Sanfilippo et al, 2018). Trolling as a group activity is so well-documented that some
researchers have started positing the existence of an unofficial trolling network, with the
implication being that trolls are typically aware of other trolls occupying the same regions of
cyberspace, and these trolls can team up and troll the same targets (Cook et al., 2018).

But why is trolling as a group so common? The answer to this question is critical to the
argument being made throughout this current paper. Trolls gather in groups to better exert
their power (Howard, et al., 2019; Ortiz, 2020). Or, as Bingham and Souza (2009) would put
it, the trolls gather in groups because it gives them the ability to exercise greater coercive threat.
In other words, a group of trolls in the trolling network is the cyberspace equivalent of a
coalition, banding together to reap the fitness benefits of coalitional enforcement. In forming
these online coalitions, the trolls can leverage the characteristics of online interactions to their
advantage. For example, online trolls do not need to know each other personally or even be
active online at the same time to effectively apply coercive threat. This ability to work together
from anywhere in the world at anytime can make these online coalitions much more powerful
in projecting threat than ancient coalitions were. This comparison between the ancient rock-
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throwing coalitions and modern trolling groups is a fundamental link between the theoretical
work of Bingham and Souza (2009) and existing research on trolling that will serve as the basis
of a new theoretical framework explaining trolling behavior and why individuals engage in the
behavior.

Better Weapons Result in Increased Threat

The following model, seen in Figure 1, shows how, in Bingham and Souza’s (2009) view, better
weapons are better able to project coercive threat. As the model shows, many better weapons
have been developed over the course of human history. The projection of threat to keep people
from cheating the system is clearly threaded through this history, and, as more powerful,
longer-range weapons were developed, human coalitions saw a rapid subsequent increase in
size. This effect is directly because longer-range weapons can threaten more people at once,
and, thus, more people will choose to cooperate rather than cheat and suffer potential fitness
costs.

The unbroken circles in the model reveal the limited nature of the weapons discussed by
Bingham and Souza (2009). Even weapons of mass destruction, such as atomic weapons, have
their limitations when it comes to threatening their use and deploying them. Online trolling,
however, represented by the largest, dashed circle, does not suffer from the limitations the
other weapons in the model do. Anyone with internet access can become an online troll, and as
the reach of the internet becomes wider and wider, the ability of online trolls to threaten a large
portion of the world’s population becomes a very real possibility. As of October 2024, it is
estimated that 5.52 billion people (or 67.5 percent of the human population) have internet
access, and this number is estimated to grow to 7.30 billion by 2029 (DataReportal et al., 2024;
Statista, 2023a). Even regions that would not be traditionally considered Western, Educated,
Industrialized, Rich, and Democratic (WEIRD, see Henrich et al., 2010) contain hundreds of
millions of internet users in some cases (Statista, 2023b). The spread of the internet and the
accessibility of online trolling is only going to grow in the next few years. As it does, the ability
to project threat through the internet will grow alongside it.

In essence, online trolling has the potential to become the most powerful “weapon” in
history, one that can be easily leveraged by a group, utilized over and over in all types of
contexts without risk, and capable of forcing even very powerful individuals to change their
behavior (Sanfilippo et al., 2018; Cook et al.,, 2018; Mathews & Goerzen, 2019).
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Figure 1

Representation, based on the work of Bingham and Souza (2009) and put together by the authors, of
increased number of individuals threatened, and, concomitantly, human group size, as weapon range and
quality improved.

- ~N o Rock-Throwing: = 150 Individuals

Atlatl: = 900 Individuals

Bow and Arrow: = 2000 Individuals

Early Gunpowder Weaponry: ~ 5000 — 1 million Individuals

\ Advanced Gunpowder Weaponry: Several Million Individuals

Weapons of Mass Destruction: Several Billion Individuals

\ Online Trolling: Worldwide Threat

Online Trolling as a Mechanism of Coalitional Enforcement

The typical troll is a malevolent male working with a group to disrupt online discourse to
achieve some aim beyond their own amusement (Sest & March, 2017; March & Steele, 2020;
Gylfason et al., 2021). This aim typically includes spreading some political or social ideology,
distracting people from current issues, and attacking powerful individuals (politicians,
celebrities, billionaires, etc...) and organizations to bring about some change to the status quo
(Mathews & Goerzen, 2019). What these coalitions of trolls are really doing, whether they are
aware of it or not, is projecting coercive threat over the victims of their trolling attacks.

The politicians, celebrities, billionaires, and other powerful people of today’s world can be
thought of as the modern analogue of a larger, more physically imposing individual in ancestral
times. One can argue they both have strengths that afford them more resources than the
average person. In ancestral times, this would have been literal physical strength, with stronger
individuals possessing the capacity to hoard more food, mates, and other resources. Today, the
strengths possessed by the powerful include money, fame, status, and government sanctioned
authority over others, each one allowing an individual access to more resources than
individuals not in possession of these things. Note that both of these situations fall under the
classic definition of power in social psychology: asymmetric control over valued resources in a
social relationship (Galinsky et al., 2015; Magee & Galinsky, 2008).

The trolls in cyberspace can be thought of as the modern equivalent of the physically
weaker members of the coalition that relied on their ability to accurately throw rocks to project
coercive threat over their more physically powerful conspecifics. Throwing rocks, and thus
projecting coercive threat from a distance, was an effective way to police physically powerful
conspecifics in the coalition because of the relative ease and low cost to survival the activity
posed. Online trolling, with its use of insults and other vitriol instead of rocks, is effective at
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projecting coercive threat over a potentially limitless distance for the exact same reasons. It is
possible that being a part of the cooperative trolling network confers similar fitness benefits to
being a part of an ancient rock-throwing coalition.

Gone are the days when throwing rocks is an acceptable or effective way to send a message
of coercive threat. Today, it makes a lot more sense for a coalition of individuals (likely a
coalition without access to a large number of resources) to gather together in cyberspace and
coordinate trolling attacks on powerful individuals (individuals with access to a large number
of resources). The intent of these attacks is typically to bring about some reaction from the
victim; the desired reaction depends largely on who the victim is and the nature of the trolling
attack. In this way, trolling is often described as being context-dependent.

Two illustrative examples reveal the context-dependent nature of trolling attacks. First,
former republican governor of Texas, Rick Perry, became the target of trolling on the social
media site “Facebook” in 2012 after a speech wherein he implied lawmakers know more about
regulating women'’s reproductive health then doctors and the women themselves (Sanfilippo et
al, 2017). The trolls, some of whom were identified as physicians and women’s health
specialists, mockingly sought health advice from Perry to expose the ludicrous nature of Perry’s
public statements (Sanfilippo et al., 2017). Another example is the case of Anita Sarkeesian and
the wide-ranging trolling attacks that came to be known as Gamergate.

Anita Sarkeesian is a Canadian-American feminist scholar, journalist, and activist who, in
2012, began a series of online videos and blog posts that spoke out against the perceived
inherent misogyny of the video game industry (Burgess et al., 2017). In response, Sarkeesian
received almost daily death threats, rape threats, bombing threats, and one of her speaking
engagements was threatened with mass violence, resulting in the event being cancelled
(Burgess et al.,, 2017). In this case, the trolls that went after Sarkeesian went to great lengths to
show their distaste for her views and bury her under a mountain of violent hatred. And,
interestingly, the trolls were at least partially successful in this endeavor; by forcing the host of
her speaking event to cancel because of the shooting threats, the trolls deprived Sarkeesian of
an opportunity to share her views with a captive audience.

Breaking these examples into their component parts will be illuminating. Both examples
begin with some powerful individual making some disliked statements. The online responses,
then, are hateful, insulting, and intended to trigger a reaction. The powerful individual in
question then must decide how to respond to the trolls. These two examples diverge in one
interesting way: the trolling against Perry was largely seen as socially acceptable, while the
trolling against Sarkeesian was largely seen as socially unacceptable (Sanfilippo et al., 2017;
Burgess et al., 2017). However, this distinction, we argue, is not relevant to the bigger picture.
Both coalitions of trolls, those that went after Perry and those that went after Sarkeesian,
ultimately had the same goal: to exert coercive threat and produce a reaction in their targets.
Here is the elegance of framing trolling within Bingham and Souza’s larger theory. Most trolls,
regardless of political beliefs, social beliefs, favored methods of trolling, and favored targets,
have the same goals: to exert coercive threat over individuals who are or who are perceived to
be more powerful than themselves to disrupt the status quo and bring about a desirable
response from their targets. In ancestral times, when a larger, more powerful individual
presented themselves and tried to take more than they earned, a coalition of physically weaker
individuals would band together and inflict a fitness cost on them by throwing rocks. Today,
when a more powerful individual with access to more resources presents themselves and does
something disliked, a coalition of weaker individuals without access to those resources may
band together to troll them, inflicting a potential fitness cost as well. This is the way of the
modern struggle for balance.
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The Trolling Pathway

By and large, we expect a typical trolling attack to follow a pattern similar to that seen in Figure
2.

Essentially, a trolling attack begins when the victim of the attack (usually an individual in a
position of power or perceived to be in a position of power) says or does something disliked.
This description is intentionally vague because, as the examples discussed above reveal, the
victim can be just about anyone, of any political and social orientation; all that matters is the
trolling network has a negative reaction to the victim’s actions and mobilizes an attack. This
attack is simply labeled the Trolling Behavior.

There are essentially two types of trolling behavior, which we have labeled Functional and
Nonfunctional. Nonfunctional trolling is trolling for fun, and, while there may be some future
work that looks into this idea further, this particular model focuses exclusively on functional
trolling. Functional trolling, as we have defined it, is trolling with the intention to project
coercive threat, and is where the remainder of this analysis will focus.

Successful trolling occurs when the victim changes their behavior in response to the
trolling. This change could take the form of everything from cancelling a speaking event to
rolling back disliked policy decisions, depending on who the victim is. The trolls win in this
case, they successfully project coercive threat, and the quality of the online discourse
surrounding the topic in question will decline as a result. This decline in online discourse
occurs when online trolls start taking over forums, comment sections of websites, and social
media profiles of the victim (Coles & West, 2016; Sanfilippo et al, 2017). The presence of
many trolls in these spaces can make these spaces more hostile, unwelcome to newcomers,
prohibit the development of online communities, and even encourage the normativity of
aggressive online behavior (Coles & West, 2016). There is also evidence that high trolling
activity in an online space can result in increased polarization and allow for the development
and maintenance of prejudicial attitudes (Anderson et al.,, 2014). These factors reduce the
overall quality of the online space and make it harder for people to have discussions about
current issues. After a successful trolling attack, the victim may then take measures to prevent
future trolling attacks; they may build what we call cyber armor (discussed in more detail
below).

Unsuccessful trolling occurs when the victim does not change their behavior in response to
the trolling. It is possible that the trolls will back down, but what is more likely is they will
simply keep on trolling, possibly switching up their tactics and increasing their numbers as they
do so. Interestingly, as the trolls continue their trolling behavior, even if the original victim does
not change their behavior, they still win, because continuing to troll is likely going to attract
more trolls to their cause and strengthen the trolling network. As the trolling network grows in
strength, the quality of online discourse will decline, as described above. As the victim
continues to deal with the trolling attacks, they may build cyber armor as well to stop it.

The Trolling Pathway model is, to our knowledge, the first attempt to understand online
trolling behavior in the context of evolutionary theory. The implications of such a model, and
some possible future research directions, are discussed next.
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The Trolling Pathway: Shows the most likely steps in the process of trolling to project coercive threat, when the
trolling is both successful and unsuccessful.
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Implications of the Current Framework

An understanding of evolutionary principles can help shed light on our eating habits, education
structure, socialization tendencies, and many other aspects of our lives as human beings (Geher
et al,, 2023). For better or for worse, the use of the internet has become a vital part of many of
our lives in the modern world. Modern human beings engage in behaviors in cyberspace with
the same passion and alacrity they do in real life space (Tosun & Lajunen, 2009). Thus, those
behaviors must be treated with the same care and research vigor as any other behavior, and an
application of appropriate evolutionary psychology tools, such as the work of Bingham and
Souza (2009), may be the way to accomplish that.

The context-dependent nature of online trolling has made developing theory around the
phenomenon challenging (Sanfilippo et al.,, 2017). However, the suggestion that most trolls
have a similar goal, and that goal is evolutionarily driven, may help us better understand how
the phenomenon of online trolling fits into the larger human experience. In fact, it may be
beneficial to examine this issue, not just from an evolutionary perspective, but from a
cyberpsychology perspective as well. As the study of the interaction between technology and
human behavior (Ancis, 2020), cyberpsychology is uniquely positioned to help explain online
phenomena. In the case of online trolling, it seems that emerging technology has given humans
a brand new, superior way to engage in an ancient behavior. What is needed, then, is a novel
merger of two fields to approach this topic from two angles: the ancient and the modern. What
is needed is an evolutionary cyberpsychology approach. Such an approach, in using evolutionary
principles to inform human interactions with sophisticated modern technology, could help
provide a good starting point for exploring online behaviors such as trolling.

Applying evolutionary principles to help explain the phenomenon of online trolling also
gives us a prediction as to the possible responses that common trolling targets may have when
they get tired of the constant trolling attacks. According to Bingham and Souza (2009), early
methods of projecting coercive threat from a distance, including rock-throwing, the atlatl, and
the bow and arrow, became ineffective shortly after the invention of elite body armor.
Individuals learned they could shield themselves from such attacks, quite literally, and that
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made projecting coercive threat with those weapons next to impossible. This invention shifted
the coercive power to the coalition with the best body armor, and this change persisted largely
until the advent of firearms, which can get through most forms of armor.

The advent of elite body armor, and the subsequent shift in coercive power, is illuminating
when one compares these historical shifts to what we are seeing in the modern day. If online
trolling really is a new way to project coercive threat, then we should see common trolling
targets taking actions to shield themselves from these attacks; we argue this reaction is exactly
what is happening.

Take the 45t and 47t United States president Donald Trump, for example. No doubt an
extremely controversial and powerful political figure, Trump was trolled incessantly from the
moment he took office for the first time in 2017, not just by Americans, but by citizens in
countries around the globe (Fichman, 2022). Trolls attacked Trump on political and
ideological grounds, and often mocked the language he used, as well as some of his more
notable physical attributes (Fichman, 2022). After leaving the presidency, Trump helped incite
an attack on the United States capital to overturn the results of the 2020 election, resulting in
him being banned from Twitter (now called “X”) (Conger & Isaac, 2021). In response, Trump
founded his very own social media platform, Truth Social, and surrounded himself with
political allies (Bhuiyan, 2021). Essentially, Trump constructed a shield for himself, a platform
where he could reach only his followers and avoid the masses of trolls.

We argue that instances such as this one, where powerful individuals who are frequently the
targets of trolls find ways to shield themselves from trolls on the internet, are going to become
more common within the next few years. Elon Musk’s acquisition of the social media platform
“Twitter” (and subsequent rebranding to “X”) may be an attempt to build himself a place where
he will be safe from trolls (Benton et al, 2022). This shielding from trolls online in the
modern-day is analogous to Bingham and Souza’s (2009) elite body armor shielding from
projectiles in human history. For this reason, we are calling the concept of shielding oneself
from online trolls cyber armor.

Future Research Directions

Our theory suggests that the trolls of today are essentially the rock-throwers of the ancestral
past. If this is true, we would expect trolls to possess similar characteristics to the rock-throwers.

It is possible that the rock-throwers of our ancestral past were feeling ostracized from the
coalition as a result of being pushed around by the larger, stronger individuals. Ostracism occurs
when an individual or group is intentionally ignored and excluded by another individual or
group (Williams, 2007). Being ostracized may have helped lead them to take control by
throwing rocks: in throwing rocks at the more powerful individuals, they found a new coalition
to be a part of, and they were able to balance the playing field. In today’s world, ostracism,
especially when associated with long-term social estrangements and combined with high dark
tetrad traits, can lead to antisocial and revenge-seeking behaviors (Sung et al., 2021). If our
ancient ancestors responded to this by throwing rocks because it was the evolutionarily cheap
and easy way to take back control and boost fitness, then it makes perfect sense to think that
today’s ostracized individuals would band together online and launch trolling attacks on those
they perceive to have the power, and they would engage in this behavior because it is the
evolutionarily cheap and easy thing to do.

A future study could determine if individuals who are identified as trolls (possibly by giving
them the Global Assessment of Internet Trolling Scale, see Buckels et al., 2014) also have a
high number of social estrangements and perceived ostracism. In addition, we could use the
same predictors in Sung et al. (2021) (impulsivity, borderline tendencies, risk-taking behavior,
and life history strategy) to see if these predict trolling behavior, and which is most likely to
lead to trolling behavior. Below is a list of predictions for such a study:
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« In-line with much of the rest of the research on this topic, we predict that individuals
who score higher on a trolling behavior scale will score higher on a dark tetrad scale.

«  We predict that individuals who score higher on trolling behavior will also have a faster
life history strategy, representing their spending most of their lives with access to few
resources.

«  We predict that individuals with a higher number of long-term social estrangements
will score higher on the trolling behavior scale.

«  We predict a moderating effect of the dark tetrad on the relationship between trolling
behavior and social estrangements, impulsivity, borderline tendencies, risk-taking
behavior, and life history strategy, that is, people who score high on these variables may
be more likely to engage in trolling behavior, if they score high on dark tetrad traits as
well.

Not only would these predicted findings help find empirical support for the theoretical
framework given here, but it would also help provide a clearer picture of the types of
personality traits that lead to trolling behavior. Understanding the “trolling personality” from
an evolutionary perspective, combined with the understanding that cyberpsychology provides
regarding how people interact with technology in general, may be important to future trolling
research efforts.

Future research could also address specifically cases of successful online trolling. When a
target of trolling changes their behavior because of the trolling attack, how will the general
public perceive that individual? Will giving into the trolling attack negatively impact an
individual’s freely conferred respect and status (i.e., prestige; see Maner, 2017)? What will the
cyber armor of individuals without the resources of Donald Trump or Elon Musk look like?
Current methods of defending against trolling are largely unreliable (see Golf-Papez & Veer,
2017), so what is the next best course of action for the average person? Future research on
online trolling, informed by evolutionary and cyberpsychological theory, could help address
these questions.

CONCLUSION

We have presented a theoretical framework describing the phenomenon of online trolling as a
natural extension of Bingham and Souza’s (2009) principle of coercive threat. To our
knowledge, this framework is the first to explain online trolling behavior using evolutionary
principles. Online trolls today group together in coalitions to project coercive threat over a
distance in a similar way to our rock-throwing ancestors. The trolls project coercive threat over
the internet in an incredibly efficient, evolutionarily cheap, and easy manner. As previously
discussed, these online trolling attacks are highly context-specific in their methods and in the
response from others to the attack. However, our framework suggests that, generally, the goal of
each trolling attack is the same: to bring about some change in the behavior of the target.

Much research still needs to be done to understand the phenomenon of online trolling.
This includes further research on the personality of online trolls, their evolutionary
characteristics (such as life history strategy), how online trolling affects social hierarchies, and
the motivations of individual trolls within the network. It would also be useful to empirically
examine the circumstances under which online trolling is viewed as acceptable versus
unacceptable. Using evolutionary principles and ancient evolved human tendencies to help
inform our understanding of our interactions with sophisticated modern technologies, or an
evolutionary cyberpsychology approach, may help address these questions in future research and
lead to a better understanding of online trolling behavior.
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APPENDIX A

MECHANISMS OF HUMAN COOPERATION

Direct Reciprocity

Direct reciprocity occurs when there are repeated interactions between the same two individuals
(Rand & Nowak, 2013; Trivers, 1971). If one individual helps another, they can count on
receiving help from that person later. For cooperation to evolve, the probability of these two
individuals interacting repeatedly over time must be sufficiently high (Axelrod, 1984). In each
interaction, the individuals swap paying a fitness cost and gaining a fitness benefit.

Indirect Reciprocity

Indirect reciprocity occurs when there are repeated interactions within a population and third
parties observe those interactions, talk about them, and base their own cooperative decisions
on the reputations of those involved (Nowak & Sigmund, 2005; Rand & Nowak, 2013). In this
situation, cooperation may be costly, but it leads to the reputation of being a helpful person,
which increases chances of receiving help in the future, leading to an overall fitness increase.
The competitive altruism hypothesis stems from the concept of indirect reciprocity and suggests
that individuals may compete to have the best reputation as a helpful person, and they will also
compete to secure the most helpful partner (Hardy & Van Vugt, 2006; Roberts, 1998). In this
situation, the fitness benefits of having a good reputation outweigh the fitness costs of being
cooperative.

Spatial Selection

Spatial selection occurs when populations become structured such that cooperators can form
clusters that allow for increased cooperation even when surrounded by defectors (Nowak et al,,
2010; Tarnita et al, 2011). When cooperators are more likely to interact with other
cooperators, they earn greater fitness benefits.

Multilevel Selection

Multilevel selection occurs when there is competition between groups as well as competition
within groups (Traulsen & Nowak, 2006; Wilson, 1975). Groups of cooperators will ultimately
see increases in fitness over groups of defectors and this process can result in increased
selection for cooperation.

Kin Selection

Kin selection is the basic idea that individuals are generally more inclined to cooperate with
those with whom they share genes; genetically related kin (Rand & Nowak, 2013). Kin
selection is often tied to the concept of inclusive fitness, a specific mathematical method for
accounting for fitness effects (Hamilton, 1964).
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OTHER POTENTIAL MECHANISMS OF COOPERATION
The Interdependence Hypothesis

The interdependence hypothesis is a two-step hypothesis for the evolution of human cooperation.
In the first step, humans became obligate collaborative foragers such that coordination, sharing,
and punishment of free riders was important during food procurement endeavors such as
hunting (Tomasello et al., 2012). Since each individual played a role in these endeavors, all
group members had a direct interest in the well-being of others; if one individual could not play
their part in acquiring food, the total amount of food acquired went down and the whole group
suffered. In the second step, the skills and motivations evolved to enhance collaboration in food
procurement endeavors were scaled to group life as humans faced competition from other
groups (Tomasello et al., 2012). This scaling up resulted in the creation of cultural conventions,
norms, and institutions that enforce collaboration and cooperation within groups. Thus, as
humans became more interdependent, selection favored cooperation more and more. This
hypothesis sets itself apart from others by placing less of an emphasis on altruism and
reciprocity (Tomasello et al., 2012).

Moralistic Aggression and Other Emotions that Facilitate Cooperation

When one individual helps another, and that person fails to reciprocate that help, the original
helper and any observers may experience what is known as moralistic aggression, or feelings of
anger and thoughts of retaliation in response to failure to reciprocate help (McGuire, 1991).
Moralistic aggression is believed to occur to some extent in all humans, and is believed to help
facilitate cooperation by making those who fail to reciprocate the target of anger, thus ensuring
they will be more likely to reciprocate in the future (McGuire, 1991).

Moralistic aggression is not the only emotion believed to have evolved to facilitate
cooperation. There have been suggestions made for the role of at least 13 other emotions in the
facilitation of cooperation (Fessler & Haley, 2003). Two examples are guilt, an aversive feeling
that can occur when one inflicts harm on another during a reciprocal relationship, causing them
to want to take action to repair that relationship (Baumeister et al., 1994; Izard, 1977), and
righteousness, a distinct positive emotion that occurs when an individual behaves in a way that
promotes cooperation and relationships (Fessler & Haley, 2003). Individuals are motivated to
avoid guilt and experience righteousness, making promoting cooperation and avoiding harmful
defection important. In this way, these emotions facilitate cooperation.

The Role of Punishment

Punishment is a mechanism by which an individual uses their own resources (i.e., reduces their
own fitness) to inflict a fitness cost on a defector to make them more likely to cooperate in the
future (Raihani et al., 2012). In humans, punishment can often promote cooperation (Fehr &
Gichter, 2000). Punishment can be used in conjunction with any of the mechanisms already
discussed to further promote cooperation in human societies.
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